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What is This White Paper About?

This white paper describes how ChemoMetec supports compliance with 21 CFR Part 11 for customers using  
the NucleoCounter® NC-202™ automated cell counter and its accompanying software, NC-View™. We outline  
the security features of NC-View™ which make incorporating cell counting into a 21 CFR Part 11 compliant 
system straightforward and pain-free. Furthermore, we examine the 21 CFR Part 11 regulations point by 
point and describe how NC-View™ meets these requirements.

Important Terms in 21 CFR Part 11 Compliance:

Electronic record - any combination of text, graphics, data, audio, pictorial, or other information 
representation in digital form that is created, modified, maintained, archived, retrieved, or distributed 
by a computer system. 

Electronic signature - a computer data compilation of any symbol or series of symbols executed, adopted,  
or authorized by an individual to be the legally binding equivalent of the individual’s handwritten  
signature. 

Closed system - an environment in which system access is controlled by persons who are responsible for 
the content of electronic records that are on the system.

Open system - an environment in which system access is not controlled by persons who are responsible 
for the content of electronic records that are on the system.

Agency - The Food and Drug Administration (FDA). 

Digital signature - electronic signature based upon cryptographic methods of originator authentication, 
computed by using a set of rules and a set of parameters such that the identity of the signer and the 
integrity of the data can be verified.
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What is 21 CFR Part 11? 

21 CFR Part 11 is part of Title 21 of the Code of Federal Regulations (CFR) produced by the United States 
Food and Drug Administration (FDA). It regulates the use of electronic records and electronic signatures 
and provides criteria under which electronic records and signatures are considered trustworthy and reliable.  
21 CFR Part 11 applies to companies using electronic records in FDA-regulated industries who must comply 
with good manufacturing practice (GMP) standards. This includes companies involved in manufacturing 
pharmaceuticals such as cell and gene therapies, vaccines, and biologics. 

The European Union have also provided similar guidelines for the use of electronic records in GMP-regulated  
industries in Europe in their Annex 11. The requirements of Annex 11 regarding data management are very 
similar to 21 CFR Part 11. Because of the large degree of overlap between the two regulations, in this white 
paper we will focus on 21 CFR Part 11 only.

21 CFR Part 11 is designed to ensure the authenticity, integrity, and confidentiality of raw data and electronic  
signatures. The regulation is split into three parts: A, B, and C. Part A outlines the scope of the regulations, 
defines key terms, and addresses implementation. Parts B and C state the requirements for electronic 
records and electronic signatures, respectively. You can read the full regulations in the last section of this 
white paper or on the CFR website.

NucleoCounter® NC-202™ 

The NucleoCounter® NC-202™ is our 3rd generation  
cassette-based cell counter. Featuring improved hardware 
and the new user-friendly NC-View™ software, we take  
precision, speed, and data management to the next level. 

The NC-View™ software is compatible with 21 CFR Part 11 
and GMP guidelines, allowing seamless integration into your 
clinical workflows and easy protocol transfer across depart-
ments from research and development through to quality 
control.

NC-View™ is 21 CFR Part 11 Ready

We have designed the NC-View™ software to make incorporating the NC-202™ into a 21 CFR Part 11 compliant 
system as easy as possible. 

For 21 CFR Part 11 compliance, NC-View™ must be used within a closed system and operated in ‘Secure 
Mode.’ Secure Mode blocks functions that could violate 21 CFR Part 11 from within the NC-View™ software. 
Running a cell counting protocol under 21 CFR part 11 is only possible after installing a Secure Mode 
license, which is available from us at ChemoMetec.

On the following pages, we outline the security features of NC-View™ that help ensure the authenticity and 
integrity of electronic data files and signatures, providing 21 CFR Part 11 readiness. For a detailed description 
of how NC-View™ addresses each requirement in the 21 CFR Part 11 regulations, please refer to the next 
section, ‘Meeting the Requirements of 21 CFR Part 11 with NC-View™.’

https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11?toc=1
https://www.gmp-compliance.org/files/guidemgr/annex11_01-2011_en.pdf
https://www.ecfr.gov/current/title-21/part-11/subpart-A
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11/subpart-B
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11/subpart-C
https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11/subpart-C
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Secure Data Storage

Cell counting data generated with the  
NC-202 are stored in a proprietary data 
format, CM, which contains all the 
information associated with a cell count, 
including cell counting images, calculated 
results, acquisition settings, user details, 
and electronic signatures. 

To maintain 21 CFR Part 11 compliance, 
data cannot be altered or deleted from 
within the software by users or supervisors, 
they can only add comments to existing 
data. NC-View™ also instructs Windows 
to prevent write access to data storage 
files, preventing deletion from outside the 
software.

Cell counting data can be stored locally or 
on a secure network. For more information 
about setting up your data storage refer to 
the Secure Mode User Guide.

Audit Trails

Audit trails help protect data integrity and traceability by recording all actions that could affect data validity.  
NC-View™ records an audit trail, which can be viewed and exported by administrators. The audit trail records  
all actions in the software, including starting or closing the software, enabling or disabling Secure Mode, 
changes to login settings, login attempts, data acquisition, exporting reports, adding comments or tags, 
electronic signatures, and connecting or disconnecting NC-202™ instruments.

http://chemometec.com/wp-content/uploads/2021/04/991-2021-v.1.4-Secure-Mode-User-Guide-NC-View.pdf
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Logging in using Windows credentials both initially and after periods of inactivity limits the functionalities 
available to different users and prevents unauthorized access. This protects data integrity and is a vital 
component of 21 CFR Part 11 compliance.

All users are assigned to one of three access groups: admin, supervisor, or user, which determines the 
functionalities they can access in the NC-View™ software (see diagram).

NC-View™ allows admins and supervisors to sign data using an electronic signature linked to their Windows 
Active Directory credentials. Electronic signatures in NC-View™ are recorded in data files and displayed on 
exported reports.

User Authentication & Access

In Secure Mode, NC-View™ requires user authentication against the Windows Active Directory database. 
Users must be logged in using their Windows login ID and password to access the software. You can also 
change the settings in NC-View™ to require users to log in when the software is launched and after periods 
of inactivity for increased security.

NucleoCounter®

NC-202™
NC-View™ Windows 

Active Directory
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Subpart B - Electronic Records
Requirement 
fulfilled by 
NC-View™?

§ 11.10 Controls for closed systems
Persons who use closed systems to create, modify, maintain, or transmit electronic records shall employ procedures and 

controls designed to ensure the authenticity, integrity, and, when appropriate, the confidentiality of electronic records, and 
to ensure that the signer cannot readily repudiate the signed record as not genuine. Such procedures and controls shall 

include the following:

a) Validation of systems to ensure accuracy, 
reliability, consistent intended performance, 
and the ability to discern invalid or altered 
records.

The performance of your NC-202™ system 
will be validated every 12 months by one of 
our Field Application Scientists or Service 
Engineers as part of your service plan.
Users or supervisors cannot alter data files 
from within the software or by accessing the 
data stored in the results folder.  
Any additions to the data are recorded in the 
audit trail. 



b) The ability to generate accurate and complete  
copies of records in both human readable 
and electronic form suitable for inspection, 
review, and copying by the agency. Persons 
should contact the agency if there are any 
questions regarding the ability of the agency 
to perform such review and copying of the 
electronic records.

Data are saved in CM files, which are human 
readable using the NC-View™ software. 
Data can also be exported as human readable  
PDF or CSV files for inspection, review, or 
copying by the agency. 

c) Protection of records to enable their accurate  
and ready retrieval throughout the records 
retention period.

Users and supervisors cannot delete data 
from within the NC-View™ software or by  
directly accessing the results folder. NC-View™  
protects data files saved in the results folder 
by instructing Windows to block write access 
to the folder. This means that data in the 
results folder are always retrievable.
You can also retrieve archived data files easily 
using the NC-View™ software.



d) Limiting system access to authorized  
individuals.

Only users who have been authenticated 
against the Windows Active Directory and 
added to a user group can access the  
NC-View™ software.



Meeting the Requirements of 21 CFR Part 11 with NC-View™

The table below examines each part of the 21 CFR Part 11 subpart B and C regulations for electronic records  
and electronic signatures and describes how the NC-View™ software meets each requirement, making it  
21 CFR Part 11 ready. 

Although we have designed NC-View™ to make compliance as easy as possible, it is important to note that 
some 21 CFR Part 11 requirements can only be met entirely by ensuring compliance in your local policies and  
systems. We have marked these sections in the table below with a magnifying glass, indicating that you 
should check your local systems and policies to confirm compliance.

Please refer to the Secure Mode User Guide for guidance about how to ensure Secure Mode is set up correctly  
for 21 CFR Part 11 readiness.

https://chemometec.com/products/nucleocounter-nc-202-service-plan/
http://chemometec.com/wp-content/uploads/2021/04/991-2021-v.1.4-Secure-Mode-User-Guide-NC-View.pdf
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e) Use of secure, computer-generated,  
time-stamped audit trails to independently 
record the date and time of operator entries 
and actions that create, modify, or delete 
electronic records. Record changes shall not 
obscure previously recorded information. 
Such audit trail documentation shall be 
retained for a period at least as long as that 
required for the subject electronic records 
and shall be available for agency review and 
copying.

The NC-View™ software continuously records 
in an audit trail. Entries in the audit trail are 
time-stamped with the local time and Coor-
dinated Universal Time. The username, full 
name, computer domain, and NC-202™ serial 
number of a connected instrument are also 
recorded for each action performed. Infor-
mation in the audit trail cannot be deleted 
or obscured from within the software. Audit 
trail log files can be opened with the NC-
View™ software. They can also be printed or 
exported as PDF or CSV files for review and 
copying. 



f) Use of operational system checks to enforce 
permitted sequencing of steps and events, as 
appropriate.

The NC-202™ cell counter and NC-View™ 
software provide a fully automated system 
that ensures predefined sequences are 
followed.


g) Use of authority checks to ensure that only 

authorized individuals can use the system, 
electronically sign a record, access the  
operation or computer system input or  
output device, alter a record, or perform  
the operation at hand.

Login requirements and predefined user 
groups ensure that only authorized individuals  
can use the system, perform operations, add 
comments, or electronically sign data files. 

h) Use of device (e.g., terminal) checks to 
determine, as appropriate, the validity of the 
source of data input or operational instruction.

The NC-View™ software checks the validity 
of the data source and records the NC-202™ 
serial number. 

i) Determination that persons who develop, 
maintain, or use electronic record/electronic  
signature systems have the education, 
training, and experience to perform their 
assigned tasks.

We provide training on using the NC-202™ 
system. You must ensure your staff have all 
other training required to comply with 21 
CFR Part 11.

j) The establishment of, and adherence to, writ-
ten policies that hold individuals accountable 
and responsible for actions initiated under 
their electronic signatures, in order to deter 
record and signature falsification.

You are responsible for ensuring you have 
written policies that hold individuals  
accountable for actions under their electronic  
signatures.

k) Use of appropriate controls over systems 
documentation including: 
(1) Adequate controls over the distribution 
of, access to, and use of documentation for 
system operation and maintenance. 
(2) Revision and change control procedures 
to maintain an audit trail that documents 
time-sequenced development and  
modification of systems documentation.

We provide documentation, including user 
guides and application notes, available via 
NC-View™. 
Our documentation may be revised or updated  
with new software releases. We follow change  
control and life cycle management procedures  
for document control.
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§ 11.30 Controls for open systems
Persons who use open systems to create, modify, maintain, or transmit electronic records shall employ procedures and 

controls designed to ensure the authenticity, integrity, and, as appropriate, the confidentiality of electronic records from 
the point of their creation to the point of their receipt. Such procedures and controls shall include those identified in  

§ 11.10, as appropriate, and additional measures such as document encryption and use of appropriate digital signature  
standards to ensure, as necessary under the circumstances, record authenticity, integrity, and confidentiality.

We recommend using the NC-202™ in a closed system. Our validation protocols are based on the assumption that our  
customers who require 21 CFR Part 11 compliance are using the NC-202™ in a closed system and do not include the  

additional measures required for use in an open system.

§ 11.50 Signature manifestations

a) Signed electronic records shall contain 
information associated with the signing that 
clearly indicates all of the following: 
(1) The printed name of the signer; 
(2) The date and time when the signature 
was executed; and 
(3) The meaning (such as review, approval, 
responsibility, or authorship) associated with 
the signature. 

Electronic signatures in NC-View™ are 
stamped with the username, the date, and 
time. 
The meaning associated with the signature 
can be added in the commentary field. 

b) The items identified in paragraphs (a)(1), (a)
(2), and (a)(3) of this section shall be subject 
to the same controls as for electronic records 
and shall be included as part of any human 
readable form of the electronic record (such 
as electronic display or printout).

Electronic signatures, including the individual’s  
username, the date, and time, are displayed 
in human readable form within the software 
and on exported CSV and PDF files. Full 
names are included in the audit trail.



§ 11.70 Signature/record linking

Electronic signatures and handwritten signatures 
executed to electronic records shall be linked to 
their respective electronic records to ensure that the 
signatures cannot be excised, copied, or otherwise 
transferred to falsify an electronic record by ordinary 
means.

When people create or sign a record such as 
a data file, their user account information is 
recorded within the file by NC-View™,  
therefore linking the signature and the 
record, preventing removal, copying, or 
falsification.



Subpart C - Electronic Signatures

§ 11.100 General requirements

a) Each electronic signature shall be unique to 
one individual and shall not be reused by, or 
reassigned to, anyone else.

NC-View™ uses the Windows Active Directory,  
which does not allow two users to have the 
same username, preventing duplicate  
electronic signatures.


b) Before an organization establishes, assigns, 

certifies, or otherwise sanctions an individual’s  
electronic signature, or any element of such 
electronic signature, the organization shall 
verify the identity of the individual.

You are responsible for verifying your staff’s 
identity before allowing them to provide 
electronic signatures.
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c) Persons using electronic signatures shall, prior  
to or at the time of such use, certify to the 
agency that the electronic signatures in their 
system, used on or after August 20, 1997, are 
intended to be the legally binding equivalent 
of traditional handwritten signatures. 

(1) The certification shall be submitted in paper  
form and signed with a traditional handwritten  
signature, to the Office of Regional Operations  
(HFC-100), 5600 Fishers Lane, Rockville, MD 
20857. 

(2) Persons using electronic signatures shall, 
upon agency request, provide additional 
certification or testimony that a specific  
electronic signature is the legally binding 
equivalent of the signer’s handwritten  
signature.

You are responsible for certifying your staff’s 
electronic signatures.

§ 11.200 Electronic signature components and controls

a) Electronic signatures that are not based upon 
biometrics shall: 
(1) Employ at least two distinct identification 
components such as an identification code 
and password. 
(i) When an individual executes a series of 
signings during a single, continuous period 
of controlled system access, the first signing 
shall be executed using all electronic signature  
components; subsequent signings shall 
be executed using at least one electronic 
signature component that is only executable 
by, and designed to be used only by, the 
individual. 
(ii) When an individual executes one or more 
signings not performed during a single,  
continuous period of controlled system access,  
each signing shall be executed using all of the 
electronic signature components.
(2) Be used only by their genuine owners; 
and

(3) Be administered and executed to ensure  
that attempted use of an individual’s electronic  
signature by anyone other than its genuine 
owner requires collaboration of two or more 
individuals.

Enabling user login at NC-View™ startup 
means that individuals must enter a username  
(identification code) and password (two  
distinct identification components) to enter 
the software and provide an electronic 
signature.
You can also require user login after periods 
of inactivity so that they must provide a  
username and password again to electronically  
sign data outside of a continuous period. 
NC-View™ uses login credentials from the 
Windows Active Directory, ensuring that 
electronic signatures can only be added by 
their genuine owners.

b) Electronic signatures based upon biometrics 
shall be designed to ensure that they cannot 
be used by anyone other than their genuine 
owners.

NC-View™ is not intended for use with  
electronic signatures based on biometrics.  
If you are using biometrics with Windows 
Active Directory, you are responsible for 
ensuring your systems are compliant.
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§ 11.300 Controls for identification codes/passwords
Persons who use electronic signatures based upon use of identification codes in combination with passwords shall employ 

controls to ensure their security and integrity. Such controls shall include:

a) Maintaining the uniqueness of each combined  
identification code and password, such that 
no two individuals have the same combination  
of identification code and password.

NC-View™ uses the Windows Active Directory,  
which does not allow two users to have the 
same username (identification code). 

b) Ensuring that identification code and password  
issuances are periodically checked, recalled, 
or revised (e.g., to cover such events as  
password aging).

You are responsible for maintaining the  
compliance of usernames and passwords in 
the Windows Active Directory.

c) Following loss management procedures to 
electronically deauthorize lost, stolen,  
missing, or otherwise potentially compromised  
tokens, cards, and other devices that bear or 
generate identification code or password  
information, and to issue temporary or 
permanent replacements using suitable, 
rigorous controls.

You are responsible for deauthorizing  
compromised usernames and passwords.

d) Use of transaction safeguards to prevent  
unauthorized use of passwords and/or 
identification codes, and to detect and report 
in an immediate and urgent manner any 
attempts at their unauthorized use to the 
system security unit, and, as appropriate, to 
organizational management.

Unauthorized and failed login attempts are 
recorded in the audit trail in NC-View™.
You are responsible for implementing a 
system that prevents, detects, and notifies 
security about unauthorized log in attempts.

e) Initial and periodic testing of devices, such  
as tokens or cards, that bear or generate 
identification code or password information 
to ensure that they function properly and 
have not been altered in an unauthorized 
manner.

You are responsible for implementing policies 
to ensure that tokens or cards are checked 
periodically.



The information contained herein is to the best of our knowledge accurate and complete. However, cell species and cell environments may vary in property. 
Therefore, systematic and/or random deviation between estimates obtained by the NucleoCounter® instruments and other cell counting methods may occur. 
As such, nothing contained or stated herein, including results obtained from use of the NucleoCounter® NC-202™, shall be construed to imply any warranty 
or guarantee. ChemoMetec A/S and affiliated companies shall not be held liable for damages, and customers shall indemnify ChemoMetec A/S and affiliated 
companies against liability flowing from use of potentially inaccurate data generated by a NucleoCounter®. It is recommended that all results obtained with 
the NucleoCounter® instruments be validated against appropriate reference methods and/or traditional laboratory methods at regular intervals.
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www.chemometec.com/nc-202

ChemoMetec A/S
Gydevang 43
DK-3450 Allerod

Phone: +45 48 13 10 20 
Fax: +45 48 13 10 21
Mail: support@chemometec.com
Web: www.chemometec.com

Application Support & Training from Our Scientific Staff
We are fully committed to the success and satisfaction of our customers. We offer training, application support  
and dedicated field service teams to ensure our customers achieve optimal instrument performance and the  
best quality results continuously.

Simplify GMP-Compliance 
with a Service Plan
ChemoMetec is dedicated to keeping your instrument 
and software qualified, validated and up-to-date. 
Our service plans give peace of mind that your 
NucleoCounter® will maintain its superior  
performance without down-time for many years.

Service plans include:

• Priority access to technical and scientific specialists
• An enhanced warranty covering all defects  

and breakdowns
• Comprehensive on-site service checks including 

visits and instrument validation from our  
Field Application Scientists or Service Engineers

• Regular user training and workflow assistance

Our world-class service supports you in 
NucleoCounter® NC-202™ product installation, 
future upgrades and application development. 
Hands-on training is available with the 
purchase of every NucleoCounter® NC-202™.

ChemoMetec Field Application Scientists are 
located around the world to provide both 
on-location and remote assistance and advice.


